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‘Security of mass transportation’ Demonstration programme 

 
 
 
On March the 18th in Berlin, the German Ministry of Education and Research (BMBF) 
organised in cooperation with the European Commission a workshop on the Demonstration 
Programme on ‘Security of Mass Transportation’. The goal of this workshop was to bring 
inputs from the stakeholders in order to help finalise the work programme text for the 
implementation of the second phase of the demonstration programme on the Security of 
Mass Transportation. 
 
SEREN, the network of Security research NCPs, attended this workshop and proposes here 
an interpretation of the debates and issues at stake on this specific topic that will be at the 
heart of the SEC-2010-1 call for proposals. 
 

------ 
 
1. Context 
In its 2006 report, the European Security Research Advisory Board recommended to drive 
Security research through three technical research paths: 

. Research path 1 – capability development targeted on multi-mission or mission-
specific technology development. In FP7, this research path is implemented 
through the EC financial support to capability projects. 

. Research path 2 – system development aiming at integrating a number of 
capabilities, technologies and disciplines. This research path is implemented 
through the funding of integration projects. 

. Research path 3 – systems of systems demonstration whose goal would be to 
integrate a number of systems. This research path will be implemented through the 
launch of Demonstration programmes (DP). 

 
ESRAB identified a total number of 5 demonstration programmes to be launched during the 7 
years period of FP7.  Those DP will serve as flagships for the European Security Research 
Programme and hopefully will act as sound proofs of the importance and added-value that 
such a novel programme can bring to EU citizens security. In order to prepare such 
ambitious programmes ESRAB recommended a two steps approach that latter was followed 
by DG Enterprise from the SEC-2007-1 call onward. 
 
Indeed, among those five programmes “Security of mass transportation” was identified and 
DEMASST project (Demo for mass transportation security: roadmapping study) was funded 
through the SEC-2007-1 call for proposals in order to prepare the roadmap towards the 
second phase of the demonstration programme. However, because of various delays, 
among which one related to the sensitivity issues of such a topic, DEMASST could only be 
launched in 2009 but yet was able to present a first set of ideas during the workshop. 
 
In order to prepare this workshop and initiate a larger scale debate, the European 
Commission drafted in January a non paper synthesising the first reflexions on the scope 
and rationale of such a demonstration programme (see Annex 1). In this respect, this non 
paper clarified some elements, amongst which the position of this DP in regards to other 
initiatives such as the DP on freight ‘Logistic and supply chain security’ or the integration 

http://ec.europa.eu/enterprise/security/doc/esrab_report_en.pdf
http://www.foi.se/FOI/Templates/ProjectPage____7574.aspx
http://www.foi.se/FOI/templates/Page____7626.aspx
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project on Airport security. Moreover, it proposed to focus the programme on public urban 
transport security with an emphasis on critical neuralgic nodes and through cross 
system/modular approach. Therefore, the DP should focus on the security of metro, tram, 
short distance regional rail transport, city busses, inter-modal neuralgic nodes and their 
respective relevant infrastructures such as stations and their inter functional areas, IT 
systems, tunnels, bridges… 
 
One of the polemic propositions contained in this draft EC non paper was that this DP should 
organise virtual testing of systems within the virtual city of ‘Europolis’. 
 
This non paper also helped clarify discussions on the scope and technical content:  
“The scope and technical content of this full demonstration programme (phase 2) will be the 
demonstration of a consistent and integrated set of mass transportation security systems to 
secure transport networks, nodes and platforms, taking into account the specific 
requirements for each sector/mode and the particular European-wide dimension of urban 
public transport.” 
 
 
2. Rationale 
As it was highlighted by many speakers during the workshop, 80% of EU citizens now live in 
cities. Public transport in cities is a major mode for daily commuting and therefore ever 
increasing masses of people make use of the transport networks. As a reference, London 
and Paris public transport networks jointly deliver transportation services to 20 million 
passengers daily! Each fully packed train can transport up to 1500 persons, and in some 
lines rush hour pick rate come to 1 train every 90 seconds. Moreover EU recent history has 
unfortunately shown that public transport is a privileged target for international terrorists 
groups. Therefore, the security of an increasing percentage of EU citizens is potentially at 
stake. 
 
Moreover, on more business perspectives, as one of the speaker stressed, the US is actively 
preparing the security market. Securing public transport systems offers a huge market 
potential and the DP could prove as an important tool for opening and developing this market 
in the forthcoming years. 
 
 
3. Challenges 
Mass transport security presents many challenges: technical and technological issues of 
course, but also in the domains of organisation (between operators and civil authorities) and 
information to the users.  
 
Indeed, one of the main differences with air transport security is that public transport network 
are and must offer open access. The huge continuous flow rates (up to 50 000 persons per 
hour in some Asian, Paris or London lines) far outpace airport security X-ray systems 
capabilities (scanning, false alarms…). Moreover, if citizens tolerate some of the security 
measures implemented before embarking for their flight as it is still for most people 
exceptional events, on the contrary they will probably refuse to be confronted to such 
obligations on a daily basis. Moreover such controls would not be compatible with the flow 
rates observed in many neuralgic stations at rush hour and are in this respect unsuited with 
public transport operation constrains. 
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Still on the technological/technical aspects, as DEMASST reminded, the DP should also 
cover command and control security (attacks on such facilities as control centres could have 
extreme impacts) and passenger information systems (in order to limit the impact to the rest 
of the network and prevent any worsening of the situation). In an even larger aspect, too 
often public information systems, energy management systems or IT security systems that 
are essential elements for the correct operation of the transport network are still not 
interconnected and those services though managed by the operator have no easy 
communication systems. 
 
Additionally on an organisational point of view, the situation is complex. The impact of an 
event raises tricky organisational issues between multiple operators, various level of public 
authorities (city, regional and/or national) as well as first responder forces. On a more down-
to-earth financial aspect, as a speaker from SNCF reminded, which operator should bear the 
cost for the investment of security systems when a station or a track is used by multiple 
operators? 
 
As the TRIPS project funded through the 2005 PASR call for proposals recalled this topic 
presents also a number of additional issues: 

. There is no direct coupling with the high risk events and the highest impact attacks; 

. Detection is only a part of any security concept and human reporting can be also 
very efficient but still presents intolerable false alarms rates and therefore data 
fusion systems should be developed; 

. Vulnerabilities can not be eliminated and therefore systems need to enable quick 
resilience in order to maximise investment return for operators. 

 
Finally, on a purely programme management aspects, it appears that not many activities 
have yet be funded at EU level on this topic and that the few initiatives have been supported 
by a wide range of EC services. Also, this DP presents many direct interactions with some of 
the other expected DP (e.g. CBRNE). 
 
 
4. Outcomes of the workshop 
The presentations and debate have been very rich and it is not the objective of this short 
note to be exhaustive. However, here are some of the main outcomes that have appeared by 
the end of day: 

 
. All hazards approach:  

DP must not concentrate only on targeting terrorist threats. In order to improve 
services, transport networks have to give a security impression to passengers and 
therefore the DP should adopt an all hazards approach aiming at improving the fight 
against criminal acts or petty crimes, but also decreasing potential consequences of 
fires, explosions, natural disasters, pandemics… Moreover, such approach would 
increase the potential added-value for end-users and increase their investment 
returns as it could help improving their daily regular operations.  

 
. Focussed approach: 

As participants stressed, the range of possible threats is nearly infinite. Therefore, 
most of the participants agreed with EC non paper proposal to focus the DP on key 
security threats and therefore to pay a particular attention to neuralgic nodes. 
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. Modular approach: 
Similarly participants agreed that the large variety of cities across EU forces to 
adopt a modular approach in order for the DP to be altogether cost effective and 
presents a high potential. 

 
. Demonstration: 

Most participants seemed to disagree with EC initial proposal to limit testing to the 
virtual city of Europolis. On the contrary, in order to cover the large range of EU mid 
and large cities, participants proposed to make multiple on-site testing. Moreover, 
France presented its future experimental metro station as an example of specific 
facility undertaken to allow such testing. 

 
. End-users: 

As one could have expected, all participants seemed to agree with EC proposal that 
involvement from end-users is a critical aspect of the DP. As main users of such 
system and as future customers, the developed systems must indeed answer 
operators’ needs. Moreover, as much as possible such systems will have to be 
affordable for small operators and be seen as a way to improve transport services 
and not just as an additional burden. 

 
. Legal aspects: 

Consensus was also broad among participants that legal and societal aspects 
should be an integral part of the DP in order to guarantee respect of privacy and of 
personal liberties. Therefore civil society and legal experts should be associated to 
the DP. 
Additionally, many speakers stressed the necessity of a harmonised legislation at 
EU level on the security of mass transportation. However, all agreed that this 
important issue was out of the scope of the DP. 

 
. Standardisation and normalisation: 

Consensus was similarly large that in order to favour technology transfer and 
structure the market, those aspects should be covered by the DP. 

 
 
5. Issues still to be solved 
At the end of the workshop still a few questions need to be resolved: 

 
. One or multiple projects:  

Should the DP be implemented as one unique project or should it be pursued 
through a limited number of parallel projects. Each solution presents its own set of 
pros and cons. Indeed, as a few of the participants stressed the multiple projects 
approach would logically simplify the coordination of each of the individual project, 
would diminish the risk as the failure on one project would not affect the others and 
would allow a higher level of competition across EU. However such approach would 
only be a business-as-usual approach at FP7 level and would increase the risk of 
loose coordination amongst the projects, annihilating the ambition set by a 
programmatic approach.  
On the other hand, if the one project approach would be more in line with the 
ESRAB highly visible flagship approach and one can argue that Europe has already 
proven its ability to manage far more ambitious R&D programmes, such approach 
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would intensify the risk of creating a de facto cartel position for the successful 
consortium members on the security of mass transportation market or would 
present the risk of having only one proposal made by a too-large-too-manage 
consortium where all major security companies would share a small part. 
 

. Demonstration: 
Would a demonstration programme without any on site demonstration and testing 
activities make any sense? If all participants were in favour of on-site testing no 
precise number of demonstrations made consensus. Indeed, European cities 
presents a lot of differences: various scale (from mega cities of more than 5 million 
inhabitants to big cities of around 1 million inhabitant), various densities, various 
type of transportation and interconnection nodes… therefore a lot of participants 
raised the question of pursuing demonstrations in several cities in order to cover the 
great majority of European cities types. However, such demonstration activity is 
very resources intensive and if too many were to be conducted it may consume a 
high ratio of the DP budget and leave little money for technological development. 
Therefore if there was a consensus of not limiting to virtual testing and simulation 
like in the Europolis model, a trade-off between the number and kind of testing 
activities and the need to leave room for technological development still needs to be 
further refined. 
 

. Scale of the programme: 
No real debate occurred on the scale that should embrace such a project. If one 
expects that such project will be larger than ‘classic’ integration projects, the range 
of figures discussed is still broad: between a total cost of 25 M€ to 50 M€. Of 
course, such issue should be resolved in the forthcoming months as this question 
will constrain the budget left for all the other themes that will be open in SEC-2010-
1. 
 
 

6. Links 
Links to workshop website and access to presentations. 
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Annex 
 
1. EC non paper 
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2. Pre Berlin workshop Draft paper distributed to participants 
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