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European-wide integrated border control system 

 
 
On the 12th of March 2009, the European Commission organised a workshop on the 
Demonstration Programme on ‘European-wide integrated border control system’. The goal of 
this workshop was to bring inputs from the stakeholders in order to help finalise the work 
programme text for the implementation of the second phase of the demonstration 
programme on this topic. 
 
SEREN, the network of Security research NCPs, attended this workshop and proposes here 
a summary of the issues at stakes on this theme that is at the crossroad of many present EU 
initiatives and policies and that will be at the heart of the SEC-2010-1 call for proposals. 
 
 
----- 
 
 
1. Background - Context 
In line with the report of ESRAB (European Security Research Advisory Broad) the 
demonstration projects foreseen in the Security are the flagships of this Theme.  
The scope of demonstration projects is three fold: 
 

. Focus research on complex security scenarios 

. Validation and demonstration of proposed new solutions 

. Involvement of end users 
 
In the Security Theme of FP7, five domains have been identified for demonstration Projects 
among which European-wide integrated border control system.  
 
The scope and outcome of such a programme is the following: 
‘In the fight against terrorism and organized crime the security of Europe’s external borders is 
essential. An integrated border management system encompassing surveillance, monitoring, 
identity management, and advanced training methods/tools is required. 
[…] 
A comprehensive and integrated border management system capable of providing concentric 
layers of protection from pre-entry control measures to cooperation inside, and between, 
Member States. To be effective, widespread deployment is required, for which innovative 
business models will be needed.’ (ESRAB report) 
 
The nature of the technologies and infrastructure required controlling specific border crossing 
points (Border Checks), on the one hand, and to monitor the space between different border 
crossing points (Border Surveillance) is intrinsically different. A first demonstration project will 
primarily focus on the surveillance of the southern maritime external borders of the European 
Union. The reasons for this relative priority are: 
 
I) Maritime border control (in particular surveillance) is intrinsically very complex. It requires 
continuity from territorial waters to open seas. Information systems existing in the various 
national organizations are structured in different ways, often they are not interoperable, and 
data is not always made available to others.  
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II) In the medium/long term, the vision of the Commission is to have national systems 
interconnected, inter-agencies collaboration, and civil-military cooperation. The proposed 
demonstration programme is meant to possibly act as a catalyser for convergence, by 
progressively supporting and demonstrating the implementation of an integrated network of 
reporting and surveillance systems combined with shared applications of surveillance tools, 
able to provide the plurality of concerned authorities with information on a more frequent, 
reliable and cost-efficient basis so as to increase situational awareness and the 
effectiveness/rapidity of the law enforcement measures to be taken.  
III) Considering the very significant role of container traffic in world trade and its possible 
elements of vulnerability, the demonstration is likely to address the integration/validation of 
improved container (freight) border security procedures and methodologies.   
IV)  The targeted scope of the demonstration project is expected to be fully coherent with the 
proposed implementation plan of European Border Surveillance System (EUROSUR) aimed 
at Targeting research and development to improve the performance of surveillance tools and 
at developing an Integrated network of reporting and surveillance systems for border control 
and internal security purposes covering the Mediterranean Sea, the southern Atlantic Ocean 
(Canary Islands) and the Black Sea.  
V) The surveillance of the maritime external borders of the European Union is identified as 
the most suitable environment where to implement, in a Demonstration Programme, the 5 
functions identified by ESRAB (Situational Awareness and Assessment, Information 
Management, Communication, Detection Identification & Authentication, Training & 
Exercise). Solutions should be validated as applicable to a variety of scenarios and 
geographic environments (mobile interoperability). 
 
VI) The European Security and Innovation Forum (ESRIF) has identified maritime 
surveillance as one of the key areas in the field of border security. The most important 
challenges identified by ESRIF are detection of small craft, fusion of information in order to 
detect anomalies, interoperability, and affordability. 
 
VII)  The maritime domain is the only area of border control where the FP7 have already 
activated or planned a significant number of research projects. It should be possible to 
assemble around these projects a critical mass of further EU research, aimed at integration 
(and final demonstration) of a system of systems. 
  
A key aspect of the implementation of Integrated Border Management is the development of 
a European Border Surveillance System (EUROSUR). The demonstrator project should 
provide demonstrations of "system of systems" solutions for border surveillance of the 
southern maritime external borders of the European Union.   
 
The most important challenges identified by ESRIF in this context are the detection of small 
craft, fusion of information in order to detect anomalies, interoperability, and affordability. 
 
 
2. Some of the key topics that would need to be add ressed 
 
Detection of small craft  
One of the main challenges is detecting small craft in vast areas of open seas as well as in 
closed waters of archipelagos. Different sensor solutions need to be demonstrated and 
integrated to provide adequate performance. 
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Fusion of information and establishment of a situational picture 
Information coming from real time sensors needs to be integrated with intelligence 
information coming from tracking ship movements and container movements, intelligence 
coming from a pre-border situational picture, and information from human sources. This 
should serve to detect anomalies and to assess different threat levels. 
 
Presentation of the information 
Measures to present the fused information in order to provide decision support to the 
operators need to be presented. 
 
Interoperability 
The demonstrated solutions need to provide interoperability between different organizations 
in different states. Furthermore, integration of some legacy systems will have to be 
demonstrated. 
 
 
3. Demo Workshop 
 
On the 12th of March 2009 in Brussels a workshop named "European-wide integrated border 
control system" was held with more than 140 participants. The aim of the workshop was to 
provide inputs for the preparation of the next FP7 Security Research Work Program. In 
particular, the workshop was meant to stimulate the debate in order to define the structure 
and the content to be covered by Demonstration Program (phase 2) in the area of the 
European-wide Integrated Border Control System in accordance to the issues clarified in the 
"non paper" prepared for this purpose by the EC. 
 
Presentations given during workshop and the organisations of the speakers: 

. Situation and future needs for research and technological developments by DG 
Enterprise  

. Needs identified by Frontex: Frontex presented its objectives “coordination of 
intelligence”, “cooperation at EU level” and “facilitator of better effective application 
of existing and future EU measures on borders” and the goal of the EUROSUR 
project. In this respect, FRONTEX summarized its three main functions as 
operations’ coordination and support, training to Member States and R&D related 
issues to border security.  FRONTEX identified interoperability/ integration/ 
detection of small vessels as key issues for their success. FRONTEX also 
introduced the Integrated Management Policy which includes: border control 
(checks, surveillance and risk analysis); detection and investigation of cross border 
crime; a 4 tier access control and an interagency for cooperation purposes. 

 
. Latest developments in the field of border control- DG Justice, Freedom and 

Security European Commission, especially in the context of EUROSUR. 
 

. The European Defence Agency then presented an overview of MARSUR (Maritime 
Surveillance networking) and its future needs. EDA stressed the need to have an 
overall interconnected system of systems which could fulfil key issues such as 
interoperability, adaptability and information sssecurity. 

 
. EU pilot projects in maritime surveillance- DG MARE. 
. DG JRC R&D activities related to border surveillance -DG JRC. 
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. LIMES Experience in Border Surveillance –Telespazio 

. GLOBE: Phase 1 of the Demonstration Project for the Integrated Border 
Management System-TELVENT: though not yet completed, GLOBE presented the 
main challenges facing phase 2 of the DP: political/legal/organisational issues, end-
users involvement, information and resources sharing, integration and 
interoperability. GLOBE also stressed the need to involve southern EU countries 
and the necessity of having a FRONTEX implication.   

. OPERAMAR: An interoperable approach to the EU maritime security management                                                             
-THALES  

. Research priorities in border control as identified by ESRIF -Finmeccanica  
 
3 parallel sessions were devoted to the following issues: 
a) Future Needs 
Requirements for joint operations: demand perspective over 4-5 years, including threat 
analysis and societal aspects. 
b) Future Technology Developments 
Scope for system integration - supply perspective over 4-5 years 
c) Innovations / Validation Strategies 
Policy perspective, conditions for successfully linking research to innovation and future 
implementation including user involvement, testing, certification, validation 
 
 
4. Links 
The Agenda of the day and presentations can be seen at 
http://ec.europa.eu/enterprise/security/events/border_control_workshop.htm 
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Annex 
 
1. EC non paper ‘Towards a R&D demonstration progra mme on European-wide 
Integrated border control system’ 
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